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Introduction

• LAN Protocols- Ethernet, Fast Ethernet,
Gigabit Ethernet, FDDI

• Good Network Design

• Pros and Cons of Hubs, Switches, and
Routers

• Virtual LANs (VLANs)

• Demos

 Topics

•   LAN Prot oc ols 
 -  Et hernet  
 -  Fa s t  Et he rne t  
 -  Gigabit  Et he rne t  
 -  FDDI

•   Ne t work De s ig n 
 -  1 0 Ba se  T Hubs 
 -  Swit che s



Et he rne t

•    Us es Ca rrie r Se nse  Mult ip le  Acces s  (CSMA) as  t he  med ia  acces s  m e t hod  
 -  Se nse s  ac t ivit y be fo re  s e nding  
 -  If busy , wa it  be fo re  t ransm it t ing

Int e rfa c e   
Unit

1 .   Lis t e n 2 .  Se nd

Bus

•    Et he rne t  wit h  CSMA ope ra t e s  wit h  Co llis ion De t ect ion  (CD)  
 -  Min im um  frame  le ng t h  (6 4  byt e s )  e ns ures  p rope r Co llis ion De t e c t ion 
 -  Maximum fram e  leng t h ( 1 5 1 8  by t e s )  p revent s  one s ta t ion from   
    m onopo loz ing  t he  med ium

•    Ope ra t e s  at  1 0  Mbps

Et he rne t   Collis ions

•    Even wit h Co llis ion Det e ct ion, co llis ions will occu r 
 
 
•    Effe c t  of  co llis ion  min imized  by  abo rt ing  t rans miss ion  a ft e r a  
     de t e ct e d  co llis ion

Use r A

Use r B

Use r C

Packe t

BusyBus y

Bus y

Random  Bac koff

Ra ndom  Ba ckoff

Se ns es  
t he  

Channe l



Et he rnet

•   Random  t im eout  be fo re  t rying  t o  re t rans mit  
 
 
•   Trunca t e d Bina ry Exponen t ia l Backoff Algo rit hm 
 -  On consecu t ive  co llis ions , doub le ave rage  t imeou t  up  t o   1 0  t ime
 
 
•   Backoff is  a  conge s t ion  con t rol mechanis m 
 -  Keeps  t ra ffic o ff t he  ne t work during  he avy loads 
 
 
•   Few packet s  e ncoun t e r long  de lays  due  t o  backof f 
 -  Howe ve r, c anno t  gua rent e e  uppe r bound on  acce s s t ime  
 
 
•   Maximum  o f act ive  node s  on a  LAN is  1 0 2 4  node s  
 -  Base d  on backoff a lgorit hm  e ffec t ive nes s

Et he rne t  Varia t ions

•   Va ria t ions  a re  o ft e n exp re s se d in t he  fo rm  o f : 

1 0  Bas e  5

1 0  Mbps

Bas eband

5 0 0  M be fore  
nee ding a  re peat e r



Et he rne t  Pros  and Cons

•    Pro s  
 
 -  Simp le  t o  Imp leme nt  
 -  Simp le  Algorit hm 
 -  Cheap  
 -  Good  Pe rfo rmance  unde r mode ra t e  Load  
 -  Indus t ry De -fac t o St anda rd   
 -  NSB expe rie nce   
 
 
•    Cons  
 
 -  Pe rfo rmance  deg rade s  a t  app rox 5 0 % 
 -  Non-De t e rm in is t ic Acces s  
 -  Time  Sensit ive Tra ffic m ay be  de layed

 Fas t  Et he rne t

•   1 0 0  Mbps  Dat a  Ra t e 
 
•   Ha lf and  Full Dup lex Modes  
 
•   Ope ra t e s  over UTP and  Fiber 
 
 -  1 0 0  Base  T - 1 0 0  m  on  2  pa ir Ca t  5  UTP 
 -  1 0 0  Bast  T4  - 1 0 0  m  on 4  pair Cat  3  UTP 
 -  1 0 0  Base  FX - 4 0 0  m  ha lf dup lex on m ult i-m ode  fibe r 
 -  1 0 0  Base  FX - 2  Km  full dup lex on mult i-mode  fibe r 
 -  1 0 0  Base  FX - 2 0  Km  full dup lex on sing le  m ode  fibe r 
 
•   Ac t ua l Da t e  Rat e  is  1 2 5  Mbps  
 
 -  Uses  4 B/ 5 B encod ing



 Fas t  Et herne t

 1 0  Mbps  Et he rne t  v s .  1 0 0  Mbps  Et he rne t

Bit  Time  
 
Co llision Diam e t e r ( bit  t imes )  
 
Ma ximum  Round-Trip  d e lay 
 
Ma ximum  Rep e at er Fre e  Dia met er  
 
Minumu m Packet  Size  
 
Ma ximum  Packe t  Siz e

10 0  nse c  
 
51 2  
 
51 .2  us ec  
 
40 0 0  m 
 
64  b yt e  
 
15 1 8  byt e

1 0 ns ec  
 
5 1 2  
 
5 .1 2  use c  
 
4 1 2  m 
 
6 4  byt e  
 
1 5 1 8  byt e

1 0  Mbps 1 0 0  Mbp s

 Et he rnet  Aut o-Ne got ia t ion

•   1 0 Bas e  T 
 -  Sees  t his  as  a  Link Tes t , and re sponds wit h  Norm al 
    Link Pulse  (NLP)  
 -  If NLP rece ived , link t ype  s e t  t o  1 0 Bas eT 
 
•   1 0 0 Bas e  T 
 -  Sees  t his  as  Fas t  Link Pu ls e  
 -  Encode s wit h  link t ype  info rma t ion

1 0  Bas e T Link Int e gr it y Pulse s ( 2 0 1  use c)



 Et he rne t  Link Type s

•   Link Types 

 1   1 0 0 Bas eT Full Dup lex 

 2   1 0 0 Bas eT Ha lf Duplex 

 3   1 0 0 Bas eTx Full Dup lex 

 4   1 0 0 Bas eT4  

 5   1 0 0  Bas eTx Ha lf Duplex 

 6   1 0 Bas eT Full Dup lex 

 7   1 0 Bas eT Ha lf Duplex

 Fas t  Et he rne t  Repe a t e rs

•   Cla s s  I Repea t e r 

 - Re laxed  Timing Const rain ts  wit hin repe a t er 

  -  1 0 / 1 0 0  t rans la t ion , s t a cking  pos sib le  

 -  Only one  repea t e r pe rmit t ed  wit hin  end s ys t em s 

 

•   Cla s s  II Repeat e r 

 -  Tight e r t iming  cons t ra int s  wit hin repe at e r 

 -  2  repea t e rs  pe rm it t e d be t ween end  syst e ms  

  -  If a ll links  <  1 0 0 m  - m ay  have  3  repea t ers



Fas t  Et he rne t  Pros  and  Cons

•    Pros  

 -  Easy  St ep Up  in Perfo rmance  

 -  Compat ib le  wit h  exis t ing  Et he rne t  

 

•    Co ns  

 -  Te m pt a t ion t o ove r-fla t t en ne t work

 Gigab it  Et he rne t

•   St anda rds  Body  has  full Dra ft  Spe c ific a t ion  
 
•   1  Gbps  Da t a  Ra te  
 
•   Full and  Half Dup lex Modes 
 
•   Fibe r-Based  t o  St a rt  
 -  Sho rt  Wave  Leng t h ( ~ 8 0 0 nm ) 
  -  3 0 0 m on mm  fibe r 
 
 -  Long  Wave  Leng t h (~ 1 3 0 0 nm)  
  -  5 5 0 m on mm  fibe r 
  -  3 km on sm fibe r 
 
•   Same  Max Packe t  Size  as  "o t he r"  Et he rne t s



 Gigab it  Et he rne t

Bit  Time  
 
Co llision Diam e t e r ( bit  t imes )  
 
Ma ximum  Round-Trip  d e lay 
 
Ma ximum  Rep e at er Fre e  Dia met er  
 
Minumu m Packet  Size  
 
Ma ximum  Packe t  Siz e

1 nse c  
 
4 0 96  * 
 
4 .0 9  us e c * 
 
4 0 0  m  
 
6 4  byt e  * 
 
1 5 18  b yt e

1 0 ns e c  
 
5 1 2  
 
5 .1 2  u s ec 
 
4 1 2  m  
 
6 4  byt e  
 
1 5 1 8  byt e

1 0 0  Mbps 1  Gbps

 1 0 0  Mbps  Et he rne t  v s . 1  Gbps  Et he rne t

*  Mus t  b e  pa dde d t o  5 1 2  byt e s on ha lf Dup le x Links

Half Duplex Gigab it  Et he rne t

•  Inc lude s  ca rrie r ext ension  t o 5 1 2  Byt e  Minimum Packe t  Dura t ion on  wire

Pre am ble SFD DA SA Type /  
Le ng t h

Dat a FCS Exte ns ion

6 4  byte  m in leng th packe t

5 1 2  byt e  "wire"  m in p ac ke t  s iz e

ca rrie r

•  Burs t  Mode  
 - Reduce s  Effe ct  o f Ext e ns ion  
 -  Packe t s  c an  be  at t ached  t o  e nd  o f ext ens ion 
 -  Added  packe t s  must  s t a rt  wit hin  1 5 0 0  byt e s  o f beg inning  
    o f  1 s t  packe t

Pac ke t EXT Packe t Pa cke tPacket

5 1 2  byte  

1 5 0 0  byt e  

Re g ula r Ethe rne t  Int e r-Packe t  Fram e Gap



 Gigab it  Et he rne t

•   Support  for Coppe r is  ha rd 

 

•   St anda rd  will inc lude  2 5 m support  ove r t winax cab le

    

•   1 0 0 m CAT 5  Support  1 -2  ye a rs  away 

 -  May be  more expens ive  t han fiber 

 -  Can be  used  wit h in s t a lle d infra s t urc t ure  

 Gigab it  Et he rne t  Pros  and  Cons

•    Pro s  

 -  High  Spe ed  

 -  Et he rne t  Com pat ib le  

 -  Compara t ive ly low Cos t  

 -  Sim p le  

 

•    Cons  

 -  Sma ll Fram es  

 -  Pre-s t anda rd



Fibe r Dis t ribut e d  Da t a  Int e rface  (FDDI)

•   1 0 0  Mbps , Fibe r Op t ic ,  Token-Pass ing  Ring  
 
•   Can be  imp leme nt ing  us ing  Dua l Count e r-Ro t a t ing  
    Ring  Topo logy 
 -  Provide s "Se lf-Hea ling" 
 
 •   Des ign  Opt ions  
 -  Closed  Ring 
 -  Dua l Hom ed  
 -  St a t ion Types  - A, B,  M, S 
 
•   Ta rge t  Areas  
 -  Backbone  
 -  Met ropo lot ian  Area  Ne t works  ( MANs) 
 -  High Speed  LANs

FDDI Opera t ion

•   Node  want ing t o  Transmit  
 
 -  Wa it s  t o  rece ive  t oken  
  -  Aft e r Re ce iving  Token 
   -  Sends  Packe t ( s )  
   -  Sends  Token  
 -  Sende r s t rip s  it s  own  fram e from ne t work 
 
•   Aggrega t e  and  Pe ak ra t e  of 1 0 0  Mbps 
 
•   Some  dev ice s support  fu ll dup lex 
 
•   Se lf Hea ling  fo r fibe r breaks  ( fo r Dua l At t ache d rings )  
 
•   Min imum fram e s ize  o f 2 5  byt es  and  maximum of 4 5 0 0  by



FDDI Ope rat ion - Example

AB

A

B

A B

A

B

M

M

M

S

S

S

Prim ary Ring 
 
Seco nda ry Ring

SAS

SAS

SAS Co nce nt ra tor

DAS

DAS

DAS

FDDI Ope rat ion - Example

AB

A

B

A B

A

B

M

M

M

S

S

S

Prim ary Ring 
 
Seco nda ry Ring

SAS

SAS

SAS Co nce nt ra tor

DAS

DAS

DAS

WRAP A

WRAP B

  Ring  Re -c onf ig ura t ion due  t o  Cab le  Fau lt s



FDDI Pros  and Cons

•    Pro s  
 
 -  Mat ure  Te chno logy  
 -  Long  Dist ance  
  -  2 Km pe r hop ,  2 0 0 KM ring f or mm  
  -  6 0 Km links  on sm 
 -  Se lf hea ling  from cab le  fau lt s  fo r dual at t ached  rings 
 -  High Ut liz a t ion Poss ib le ( ~9 0 % ) 
 
 
•    Co ns  
 
 -  Cos t  
  -  Expens ive  int e rface s, conce nt ra t o rs , s wit che s  
 -  Com plex st a t ion managem e nt  
 -  Not  s een  a s  fut ure  t e chnology

1 0 Base  T Wiring

•   St ruc t u red  Wiring  St anda rd  EIA/ TIA-5 6 8  
 -  Com merc ia l Building Te le comm unica t ions 
    Wiring  St anda rd  
 
 -  De sc ribes  s t ruct ure d  wiring  us ing  s t a r t opo log ie s  fo r 
    vo ice  and  dat a  
 
 -  Recognize s 3  t ypes  o f cab le  
  -  4  pa ir 1 0 0  ohm UTP 
  -  2  pa ir 1 5 0  ohm STP 
  -  6 2 .5 / 1 2 5   m u lt imode  fibe r 
 
 •   Pre -Wire Building  t o  support  
 -  Mult ip le  u se r nee ds  
 -  Movem ent  o f u se rs  ( adds,  m oves , changes )  
 
•   Vo ice  and  da t a  " Info rma t ion"  Ou t le t



Typical Wiring  St ra t e gy

•   Te rm ina ls  connec t  t o  Wa ll Ou t le t s  

 

•   Wa ll Out le t s  a re  connect ed  t o  Wire  Closet s  

 

•   Wire  Clos e t s  connec t ed  t o  Cen t ral Wiring Closet  

 -  Cent ra l Wiring  Close t  t yp ica lly  in ba s em en t  

 

•   Resu lt  is  a  s t a r t opo logy  

Topology

•   St a r Wiring  Topo logy 
 -  UTP wiring  
 -  Each node  wire d t o  a  hub  port  
 -  Poin t  t o  point  wiring  
 -  Simp lifie s  t rouble shoo t ing  
 -  Hub  repea t s  s igna ls  t o all nodes

•   Mult ip le  Hubs  in a  St a r Topo logy  
 -  Horizon t a l Dis t ribu t ion Hubs  ( IDF)  
 -  Ve rt ic al Dis t ribut ion  Hub  (MDF)  
 -  Conne ct ed  via  fibe r



1 0 Base  T Repe at er Hops

•   Repea t e r Hops  
 -  Packet  en t e rs  a  po rt  
  -  Hub  RIC count s  a s  1 / 2  hop  
 -  Cros se s  Et herne t  Backp lane  
  -  Backplane  count s  0  hops  
 -  Exit s  a  s e cond  hub  po rt  
  -  Exit ing  RIC adds  1 / 2  hop 
 -  To t a l o f 1  hop  from  A t o  B

A

B

•   3  Hop  Ne t work De s ign  
 -  Packe t  from A t o  B cross e s  
    a  maximum  o f 3  hubs  
 -  Maximum o f 3  hops bet wee n 
    node s

A BIDF IDF

MDF



 Swit che d  Et he rne t

•   Drop-in  replaceme nt  for sha red  e t herne t  Hub  
 -  No ne t work archit e cut ra l change  re qu ired  
 
•   Move  from sha re d t o  ded ica t e d bandwid t h 
 
•   Big  Pe rformance  Ga in  
 -  Subnet  goes  f rom 1 0  Mb t o  N*1 0  Mb 
 -  Pe ak Bandwidt h  s t ill 1 0  Mb 
 
•   Mos t  ope rat e  a t  "Wire  Spee d"  
 
•   Many have  1 0 0 Mb uplinks

 Et herne t  Swit ch Funct ions

•   Ope ra t es  sam e  as  bridge  
 
•   Wa t ch  source  MAC addre s ses  of a ll packet s  
 
•   Flood  b roadcast  and  m ult ica s t  packe t s  
 
•   Flood  any packe t  if de s t inat ion  is  no t  in t ab le  
 
•   Drop  packe t  if rece ived  on po rt  in  t ab le  
 
•   Els e  forward  packe t  t o lis t e d  po rt



 Conge st ion

•   Swit che s do no t  avo id  conge s t ion  
 
•   Mult ip le  inpu t  packe t s  c an  be  de st ined  t o  s ame  out pu t
 
•   Exces s  packe t s  c an  be  buffe red  
 -  some  s wit ches  have  sma ll bu ffe rs  re sult ing  in  pack
    lo ss  
 
•   Ac t ive  flow cont ro l an  opt ion in  som e dev ices

Swit ch

 Act ive  Flow Cont ro l

•   Back p re s sure  u sed  t o  s t op  t ransm it t e r 
 -  Fo rce s  a  co llis ion 
 -  Asse rt s  a  ca rrier 
 
•   Mus t  e ffe ct  ac t ua l s ender t o  be  e ffect ive  
 
•   Bad  ide a  t o  do  t h is  t o  a  hub  
 
•   Changes  sys t em la t e ncy 
 -  Will e ffec t  la t e ncy t o  u se r 
 -  May e ffect  TCP flow cont ro l



 Et he rne t  Swit ch Fe a t ures

•   Swit ch Archit e c t ure  
 -  Fra me s vs . Ce lls  
 
•   Pa ra lle l Swit c hing  Pa t hs 
 
•   So me  have  c ut -t hroug h mo de  
 -  St a rt  s e ndin g before  p acke t  fully re ce ived 
 -  Will forward c ollis io n 
 -  Will forward pac ket s wit h ba d  CRCs  
 
•   So me  have  frag me nt -fre e  m ode  
 -  Wa it  6 4 - t im es  
 -  Will n ot  fo rwa rd  c o llis ion s 
 
•   Hun dre ds  of port s  
 
•   Mult icas t  Supp ort  
 -  IGMP u se d t o se g men t  mult icast  forwarding 
 -  Node s  re gis t e r g roups t o  rece ive  
 
•   Basic Bridg ing  Support  
 -  8 0 2 .1 d  Spa nning Tre e  Algorit hm 
 -  MAC addre s s ha ndle d by a  s ingle  p ort  
  -  8 -2 5  addres se s  a re  workgrou p s wit c hes

•   VLAN Suppo rt  
 
•   Fa ult  To leranc e  
 -  Ho t  Swa ppa b le  Com po ne nt s  
 -  Ho t  St a ndb y Port s  
 
•   Flow Cont rol 
 -  Traffic b ufferin g 
 
•   SNMP Ma nag me nt  
 -  Check fo r MIB co mplianc e  
 -  MIB II, b rid ge  MIB, e t he rne t  MIB 
 
•   RMON a nd RMON II Suppo rt  
 -  St a t s , His t o ry,  Eve nt , and  Ala rm  
 -  Ho st s , Host To pN, Ma t r ix, a nd  Filt e r 
 -  Cap t ure  
  -  "Snif fe r"  c a pa b ilit y 
  -  Port  Mirroring Capa b ilit y

 Swit che d Et he rne t  Pros  and  Cons

•    Pro s  
 
 -  Dedicat e d bandwid t h t o  node  
 -  Drop  in re p lacem en t  fo r hubs 
 -  Se curit y Iso la t ion  
 -  Simp le  Ope ra t ion 
 -  High  aggre ga t e bandwidt h  
 
 
•    Co ns  
 
 -  Peak bandwidt h  1 0 Mbps  
 -  MIB is sues  wit h  som e





The Difference between Layer 2
Switching and Routing

• How a Router works

• Router pros and cons

• Layer 3 (IP) Switching







Router Pros

• Routers provide isolation from Broadcast
storms and other ICDs ;-)

• Routers can be used as Packet Filtering
Firewalls.

• Routers “route” packets through the
network intelligently.

• (Our) Routers can do multicasting (PIM)



Router Cons

• Each packet has to be processed and the
frame changed

• Routers WILL become the bottleneck on the
network

• Each Router hop adds latency

• Software and Routing protocols are
complicated

Layer 3 (IP) Switching

• Combines Routing with ATM Switching

• Based on Packet Flows

• Can Switch millions of packets/second at
Layer 3

• Ipsilon is attempting to create an Internet
standard using their technology



Virtual LANs
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